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Introduction

Electronic information and communications have firmly entrenched themselves in the
modern business world. Indeed, the vast majority of business information today is
produced electronically.! Some attorneys, however, have been slow to adopt to this
change, and may be reluctant to seek or require electronic information during discov-
ery because of their lack of familiarity with the technology used to create and store
electronic information. In addition, clients may not be thrilled at the perceived high
costs associated with electronic discovery. Accordingly, some attorneys may be con-
tent to accept only paper versions or hard copy print outs of information and data
stored electronically in their opponents’ computer systems. In most instances, how-
ever, this concession could be a grave mistake. The benefits of electronic information
generally outweigh any burdens.

This commentary examines the benefits of discovery of information in electronic form
as opposed to its traditional paper counterpart, and briefly addresses the discovery
rules that govern and require the production of electronic information.

L Electronic Information vs. Paper Documents
There are fundamental differences between electronic information and the traditional

paper print-out of that very same information. Courts have recognized the unique
and distinct characteristics of electronic information.? In some cases, these unique
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characteristics have lead to information upon which an entire case was decided. But
even where it is not case-determinative, the discovery of electronic information still
has unique benefits.

First, electronic information potentially contains a wealth of hidden information that
simply does not exist in a paper document. This hidden information may be embed-
ded in the electronic document by the software programs used to create it, and is
often referred to as “embedded data” or “metadata.”?> The simplest example is the
blind carbon copy, or “bcc.” A printed copy of an e-mail message likely may not
reveal all recipients of the message, but the electronic version of that same e-mail is
embedded with data revealing everyone who received it. More importantly, many
common forms of electronic documents — particularly wordprocessing documents —
often carry with them their own history, from inception through subsequent changes
to the final version. An electronic version of a document frequently includes embed-
ded information revealing who created, edited or viewed the document; when the
document was created, edited or viewed; and what changes may have been made.
This embedded data may prove invaluable to a given case.

In the days of paper records, lawyers typically had to rely solely on a witness’s state-
ment about the history of a given document. But now, the electronic revolution has
given that document a credible, and often indisputable, voice of its own. Today,
parties are utilizing electronic versions of documents, among other things, to demon-
strate an individual’s knowledge or awareness of certain documents or information,
to substantiate claims that an opponent falsified evidence or backdated documents,*
and to determine the parties” intent in contract disputes based on early electronic
drafts of a subsequent agreement.’

Second, it may be surprising to learn that electronic documents often are more resil-
ient than paper copies. While it is true that electronic information generally is very
mutable and easily altered with a few simple keystrokes, it is extremely difficult to
completely discard or delete an electronic document.® Unlike a paper document, which
is easily shredded and lost forever, “deleted” electronic data typically continues to
reside on a computer’s hard drive or other magnetic storage media until it is over-
written by another document. Specially designed software often can retrieve this de-
leted information, which is often referred to as “residual data,” from a computer sys-
tem. As one court aptly observed, “many files are recoverable long after they have
been deleted — even if neither the computer user nor the computer itself is aware of
their existence.”” It is easy to envision countless scenarios where “deleted” informa-
tion from an opponent’s computer system would be beneficial to a case. A party,
however, could never retrieve such information from a paper document. To be sure,
the need to even attempt to retrieve “deleted” electronic documents will rarely arise
in the average commercial dispute, absent special circumstances such as trade secret
misappropriation or evidence of improper document destruction, but if the need does
arise, it may be feasible to retrieve them.

Finally, unlike paper documents, electronic data may be easily managed and manipu-
lated. Computer software generally makes it possible to search, organize, store and
retrieve large volumes of electronic information with relative ease. Paper documents,
on the hand, are not so user-friendly and can become a logistical nightmare. A docu-
ment-intensive case can easily bog down an attorney whose information is contained
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solely in paper form, but an attorney with access to an entire universe of electronic
documents at his or her fingertips stands at a distinct advantage.

Electronic discovery, however, does have some obvious downsides. Most importantly,
electronic discovery can be costly, just like discovery involving large volumes of paper
documents. The sheer volume of electronic information possessed by a party may be
staggering. It has been predicted that, by the end of 2005, North Americans will
send approximately 18 billion e-mail messages per day.® Companies retain large vol-
umes of electronic data mainly because it no longer takes up much electronic “storage
space” and the cost of storage is almost nil. As one court correctly noted, “[i[nformation
is retained not because it is expected to be used, but because there is no compelling
reason to discard it.”® Thus, a single request for electronic information literally could
encompass tens or hundreds of thousands of e-mails along with numerous other elec-
tronic documents to review and sort through. As one court keenly acknowledged,
“[t]he more information there is to discover, the more expensive it is to discover all
the relevant information until, in the end, discovery is not just about uncovering the
truth, but also about how much of the truth the parties can afford to disinter.”” In
addition, a party may need to utilize costly software tools and employ computer con-
sultants or forensic experts in order to decipher certain electronic information and
prevent the disclosure of privileged information or potential trade secrets contained
within it.

Despite its potential downsides, the utility of electronic evidence requires attorneys to
include requests for electronic information in their discovery requests, and to seek
compliance with such requests. Although the technical intricacies of electronic infor-
mation may be daunting to some attorneys, its prevalence in today’s society requires
that it cannot be ignored. Moreover, the discovery rules provide for depositions of
the person most knowledgeable about an opponent’s computer system, which is a
great early mechanism for attorneys to educate themselves about an opponent’s com-
puter systems and learn how to navigate through its electronic “file drawers” (assum-
ing, of course, that the right questions are asked)."

1. Requesting And Producing Information In Electronic Form

It is no longer debatable whether or not the federal discovery rules apply to electronic
evidence: they clearly do."? Some courts have even recognized that a litigant does not
have to specifically request electronic documents in order to obtain such data, and
indeed, numerous states expressly define the term “document” to include electronic
information.”® As one court emphasized, “[d]uring discovery, the producing party
has an obligation to search available electronic systems for the information demanded.”"
Another observed that “by requesting ‘documents” under Fed. R. Civ. P. 34, plaintiff
also effectively requested production of information stored in electronic form.”” To
remove any ambiguity, however, attorneys should expressly include electronic infor-
mation in their specific discovery requests or definitions for such requests. This is
particularly helpful in preventing opposing counsel from attempting to “innocently”
claim that they simply did not realize that you wanted electronic documents as well
as the paper records.

Additional concerns arise when producing information in electronic form. In some
instances, a producing party may not be fully aware of the specific electronic infor-
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mation contained in raw computer data. As discussed above, residual data may con-
tain a plethora of important information, but the producing party may not be recog-
nize that without the assistance of specially designed software tools. In addition, it
may be difficult to screen for privileged or protected information, including trade se-
crets, when producing raw computer data. And the production of such raw data
may at times result in some business interruption to a client. Accordingly, attorneys
need to exercise diligence when producing electronic data and in many instances may
need to seek a protective order in order to protect against the disclosure of protected
information. Some courts have endorsed a two-step procedure to prevent disclosure
of privileged and protected electronic information to an opponent, particularly in trade
secrets cases: first, a computer forensic expert makes a “mirror image” of a computer’s
hard drive belonging to the producing party, and second, the producing party’s coun-
sel redacts all privileged and non-responsive electronic information from this “mirror
image” before producing it to the requesting party.’® At the very least, when dealing
with large volumes of electronic data such as e-mails, the producing party should
obtain the agreement of the requesting party that inadvertent production of privi-
leged or otherwise protected information within that data may be recalled upon re-
quest if discovered at a later date.

1. Requiring The Production Of Electronic Instead Of Paper Documents

In some cases, an opponent may refuse to produce data in its native electronic form
or argue that production of paper documents or print outs of computer-based elec-
tronic information is sufficient under the rules. In such cases, an attorney should be
aware of the controlling case law in that jurisdiction and be ready to justify the rel-
evance of the requested electronic information in that particular case.

Courts generally point to Federal Rule of Civil Procedure 34’s document production
provisions and Federal Rule of Civil Procedure 26(a)’s disclosure provisions to support
the discovery of electronic information. Rule 34 and its accompanying committee
notes, however, cause some confusion regarding whether a party can be required to
produce electronic data rather than or in addition to printed paper versions of such
data. Rule 34(a) allows a party to serve a document request for designated docu-
ments “translated, if necessary, by the respondent through detection devices into rea-
sonably usable form.”"” The committee notes to the 1970 amendment to Rule 34 ex-
plain that a responding party “may be required to use his devices to translate the
data into usable form,” and that “[iJn many instances, this means that respondent
will have to supply a print-out of computer data.”’® Although the committee’s lan-
guage appears to suggest that a responding party can satisfy a discovery request for
electronic data simply by providing the opposing party with a hard copy print-out of
any electronic data, the committee notes also state that a responding party may “need[]
to check the electronic source itself.”” Thus, it is not entirely clear from Rule 34
whether a party can compel production of electronic information instead of or in
addition to paper versions of that same information.

Courts are not entirely uniform as to whether a party is required under the federal
rules to produce data in its original electronic form, in paper form, or both. The vast
majority of courts, however, have held that parties must provide the requester with
both a hard copy and an electronic copy when the data requested is relevant to the
case.” Indeed, some courts have even required a responding party to translate its
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raw computer data and provide an electronic copy that is readable by the requestor’s
computer system.?’ This frequently arises when the producing party relies on propri-
etary software to manage its electronic data that is unavailable to the requesting party.
However, where a party already received a hard copy of requested information in
discovery, that party likely will have the burden to prove that an additional electronic
version of the information is relevant.?> On the other hand, a few courts have held
that the production of only a hard copy of discoverable data is sufficient under the
federal discovery rules.”® In addition, some courts have held that a party need not
produce hard copies of electronic data when an electronic version has been produced.*

Thus, there is no bright-line rule requiring the production of information in electronic
form instead of or in addition to paper versions of such information. However, where
a litigant is able to demonstrate the relevance of the electronic version of information
in addition to any paper form of such information, he or she most likely will be suc-
cessful in compelling production of the electronic version.

Conclusion

The overwhelming majority of information related to large-scale commercial litigation
today originates in electronic, as opposed to paper, form. This transition has changed
the face of litigation, and particularly, discovery. Unlike its paper predecessor, elec-
tronic media not only store the information that is placed upon them, but often carry
their own story and history embedded therein. This hidden history can prove invalu-
able in assessing the strength or viability of a claim or defense, and may ultimately
provide the information upon which a case hinges. In addition, electronic data gen-
erally is more easily organized, stored, accessed and searched than its paper counter-
part, assuming that counsel is appropriately equipped with the necessary software
tools required in the new electronic era, which should save clients money in the long
run. Accordingly, except in rare circumstances, attorneys should seek and require
production of discovery in electronic form.
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